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I'nunsincska Jlecs UocugiBua, llnak Hecrop OmenbsiHOBUY,
Kics CaTocaas FQaianoBuu
Harionansawmii yHiBepcuTeT «JIbBiBChKA MOMITEXHIKA

ENSURING THE CONFIDENTIALITY OF INFORMATION OF
ENTERPRISES IN THE CONTEXT OF DIGITALIZATION

3ABE3NEYEHHS KOHOIIEHIIHHOCTI IH®OPMALIT
MNIAOPUEMCTB B YMOBAX JIIKUTAJI3ALIL

Summary. The article is devoted to topical issues of ensuring the confidentiality of information of enterprises
in the context of digitalization. The theoretical and applied foundations of data protection in the process of digital
transformation of business, which is accompanied by increased cyber threats, complication of information flows
and growing security requirements, are studied. Key risks, including cybernetic, insider, technological, and
organizational, are summarized. Regulatory and legal support and modern security tools, including encryption,
multi-factor authentication and the Zero Trust approach, are analyzed. The expediency of the transition to adaptive
models of information security management has been substantiated. A multi-level model of ensuring confidentiality
is proposed, which integrates strategic and operational mechanisms and provides for continuous improvement of
the protection system.

Keywords: information privacy, information security, digitalization, cyber threats, Zero Trust, cyber resilience,
risk management, data protection, enterprise.

AHoranisi. CTarTs IpUCBIYCHA aKTYaJIbHUM ITUTaHHSIM 3a0e3MedeH s KoHpIIeHIIHOCTI iHdopMaril miampu-
€MCTB Y KOHTEKCTI IIH(poBizallii Ta 3pocTarodoi poii iHhopMaliifHAX pecypciB y GOpMyBaHHI KOHKYPEHTHHUX I1e-
pesar 6isuecy. Ctarts MOrMOIOE TEOPSTHYHI Ta MPHUKIA/HI OCHOBH 3aXHCTy iH(OpMALLii B KOHTEKCT H(ppPOBOL
TpaHCchOopMmaLlii, IO CYMPOBOKYETHCS aKTHBALIEI KiOep3arpos, YCKIaIHEHHAM iHQOPMALIHHAX TOTOKIB, 3pOc-
TaHHSAM O0CATIB JaHWX Ta MiJBUIICHHSIM BUMOT JI0 €(hEKTUBHOCTI CUCTEM 1H(bopMau11/1H01 Oe3mnexu. Y3araJabHEeHO
Ta CUCTEeMAaTH30BaHO 0a30Bi 3arpo3u KoH(IAEHLIIKHOCTI iHpOpMaLii, cepel AKHX BUIUIAIOTHCS KibepaTaku, pu3u-
KH 3 OOKy iHCaiepiB, TEXHOIOT1YHI Bpa3IMBOCTI IHPOPMALIHHUX CUCTEM Ta HEAOJIKH YNpPaBIiHHS OpraHizalii.
[Ipoanaii3oBaHO IHCTUTYIIHHY Ta IOPUAWYHY MIATPUMKY 3aXUCTy iH(OpMaIlii, a TAKOXK CydYacHi opraHisaliiixi,
€KOHOMIYHI Ta TEXHOJOTIYHI IHCTPYMEHTH, 30KpeMa IrppyBaHHs JaHUX, OaratodakTopHa aBTeHTHU(IKAITiS, CUCTE-
MU 3ano0iraHHs BUTOKaM iHpopmailii Ta koHuenist Zero Trust sk OCHOBH JIJIsl CTBOPEHHS 0€31eYHOT0 NU(POBOTO
cepenosuma. [linTBepmkeHO HEOOXiHICTh MEPEXOMy BiJ TPaAMIIHHUX IMiIXOIB IO aJalITUBHUX MOJACICH yIpaB-
niHHA iH(OopMaLiitHOI0 GE3MEKOI0, 30CePeIKECHUX Ha YIPaBIiHHI PU3NKaMU, THYYKOCT] Ta 3a0e3Me4eHHi KibepcTiit-
KOCTI MiANPHEMCTBA. 3alIPOIIOHOBAHO aBTOpaMHU OaraTOpiBHEBY aJalTUBHY MOJENb AJs 3a0e3nedeHHs koHpineH-
HiHOCTI iHpOpMAaIlii, sika IHTerpye IHCTUTYIIHHO-PETYSITOPHAN, CTPATETiYHUI Ta ONepaliiHuiA piBHI yIIpaBIiHHS
Ta BKITIOYA€E OpraHi3alliiiHi, TEXHOJIOTIYHI, EKOHOMIYHI Ta KaJIpoBi KOMIOHEHTH. OCOOIHBICTIO ITi€T MOJIETI € BHKO-
PHCTaHHs aJaTHBHOTO LUKy KEPYBAaHHs HAa OCHOBI 3BOPOTHOTO 3B'3KY, SKHii 3a6e311eUye IIOCTIHE OHOBICHHS Ta
BJIOCKOHAJICHHSI CHCTEMH 3aXHCTY BiJNOBIZHO [0 3MiH 30BHINIHBOTO cepesioByima. Halyii moanbuoro posBuTKy
HiIXO/M 10 TIYMA4YeHHs KOHQIACHIIIHHOCTI K AUHAMIYHOT XapaKTEepUCTUKU 1H(HOPMAIIIHOT CHCTEMH ITiIITPUEM-
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CTBa Ta OOTPYHTOBAHO BH3HAYAJILHY POIIb JIFOJCHKOTO (hakTopy B 3a0e3medeHHi iHGopMaliitHoi 6e3mekn. [IpakTud-
HE 3HAYCHHS OTPUMAaHUX PE3YJbTATIB MOJATAE B MOKJIMBOCTI BUKOPHCTAHHS 3alpOIIOHOBAHKX TTIXO/IB 1 MOJei
JUTSL T ABUIICHHS PiBHS Oe3MexH iHpopManiiHIX pecypeiB MiIIPHEMCTB B CyJacHIH IQpOBii eKOHOMIIT.

Kirouosi cioBa: xoHpigeHuiitnicts iHpopManii, iHdopmariiina Oe3meka, AifpKUTami3amis, Kidepsarposwu,
KiOepCTiKICTh, YIPaBIiHHA PU3SHUKAMHU, 3aXHUCT JaHUX, MiAIPHUEMCTBO.

Statement of the problem. The rapid digitalization
of the economy and the active introduction of
information and communication technologies
in the activities of enterprises lead to significant
transformations of business processes and approaches
to the management of information resources. At the
same time, the dependence of business entities on
digital data is growing, which increases vulnerability
to cyber threats, information leaks, and unauthorized
access. In modern conditions, the confidentiality
of information becomes not only a technical, but
also a strategic category that determines the level
of competitiveness and economic security of the
enterprise.

Despite the presence of a significant number of
scientific studies in the field of information security, the
existing approaches to ensuring the confidentiality of
information are mostly fragmented and do not take into
account the complex impact of digital transformation
on all levels of enterprise management. The problem
of integrating  organizational, technological,
economic and personnel aspects into a single system
of ensuring confidentiality, capable of adapting to
dynamic changes in the external environment, is of
particular relevance.

In addition, there is an insufficient level of
coherence between institutional and legal regulation
and the practice of implementing modern information
protection tools, which complicates the formation of
an effective information security management system.
Traditional models, focused mainly on technical
means of protection, do not provide an adequate level
of cyber resilience in the face of growing risks and
complexity of information systems.

Thus, there is an objective need to develop
comprehensive adaptive approaches to ensuring the
confidentiality of information of enterprises that take
into account the modern challenges of digitalization,
integrate different levels of management and ensure
continuous improvement of the information security
system. This determines the relevance and practical
significance of this study.

Analysis of recent research and publications.
The problem of ensuring the confidentiality
of information of enterprises in the context of
digitalization is the subject of active scientific research
both in domestic and foreign scientific literature.
Considerable attention is paid to the implementation
of information security management systems based
on international standards. Thus, in the works of
V. Petrashko and O. Ulichev [7], a systematic review
of research on the ISO/IEC 27001 standard, which
defines the requirements for the construction of an
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information security management system (ISMS),
was carried out. The authors found that the main areas
of research are the motivation for the implementation
of the standard, implementation problems, application
results and contextual factors of its effectiveness. The
problems of ensuring the confidentiality of personal
data in the digital environment are studied in the
works of V. Balatska and I. Opirskyi [1], where the
expediency of using blockchain technologies as
a tool for increasing the level of cybersecurity and
information protection is substantiated. An important
direction of modern research is taking into account
the human factor in the information security system.
Thus, N. Kukharska and A. Lagun [5] consider human
resource management as a component of information
security, emphasizing the rtole of personnel
training and the formation of a security culture in
organizations. The issue of countering modern cyber
threats, in particular ransomware, is studied in the
works of A. Partyka, O. Harasymchuk, O. Nemkova
and others [6], where the use of artificial intelligence
models in information security management systems
is proposed. Special attention is paid to the legal
aspects of ensuring information security. In particular,
0. Skochylias-Pavliv [8] examines the mechanisms
of regulatory regulation of information security
in Ukraine, focusing on the need to adapt them to
modern digital challenges. The works of N. Yuzikova
[10] consider the issues of preventing cybercrime and
forming an effective information security system,
taking into account international experience.

Highlighting previously unresolved parts of
the overall problem. At the same time, the analysis
of scientific publications shows that, despite the
significant level of research on certain aspects of
information security, insufficient attention has been
paid to the development of complex adaptive models
for ensuring the confidentiality of information of
enterprises, which would integrate organizational,
technological, economic and personnel components
in the context of digitalization.

The article is aimed at substantiating the
theoretical foundations and developing scientific and
practical approaches to ensuring the confidentiality
of information of enterprises in the context of
digitalization, as well as the formation of the
author's model of privacy management based on
the integration of organizational, technological
and economic mechanisms. To achieve this goal,
the following tasks have been defined: to reveal
the essence of information confidentiality as a
component of information security of an enterprise
in the context of digital transformation; analyze
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modern threats to the confidentiality of information
of enterprises, in particular cyber threats, insider
risks and technological vulnerabilities; to investigate
the institutional and legal support of information
protection and its compliance with international
standards; to generalize the organizational and
economic mechanisms for ensuring the confidentiality
of information at enterprises; to characterize modern
technological tools for information protection in
the context of digitalization and to substantiate the
need to apply adaptive and risk-based approaches to
information confidentiality management; to develop
an author's multi-level model for ensuring the
confidentiality of information of the enterprise and
to propose an approach to assessing the effectiveness
of ensuring the confidentiality of information of the
enterprise.

Summary of the main research material. In
the current conditions of digital transformation
of the economy, ensuring the confidentiality of
information of enterprises acquires a systematic and
interdisciplinary character, combining technological,
organizational, economic and managerial aspects.
The growth of data volumes, the active use of cloud
services, the automation of business processes and
the development of network interactions significantly
increase the level of information risks and require
a revision of traditional approaches to information
security management.

Effective ensuring of information confidentiality
involves not only the introduction of modern technical
means of protection, but also the formation of a
holistic management system focused on identifying,
assessing and minimizing risks. It is important to
harmonize the internal policies of the enterprise
with the current regulatory framework, as well as
to increase the level of awareness of personnel on
information security issues.

In this context, there is a need for a comprehensive
study of modern approaches to ensuring the
confidentiality of information of enterprises, analysis
of’key threats and tools for their neutralization, as well
as substantiation of effective management models
capable of adapting to the dynamic conditions of
the digital environment. This determines the logic of
further presentation of the material aimed at revealing
the theoretical foundations, analyzing practical tools
and developing adaptive approaches to ensuring the
confidentiality of information.

Information confidentiality is a key component
of the information security of the enterprise, which
provides for restricting access to data only for
authorized persons and preventing their unauthorized
disclosure [5]. In the context of digital transformation,
its importance is growing significantly, as enterprises
actively use digital platforms, cloud services, and
large amounts of data, which increases the risks of
information leakage.

The essence of confidentiality lies not only in
technical data protection, but also in the formation of a
comprehensive access control system, which includes
organizational regulations, technological tools
(encryption, authentication) and control of personnel
behavior [1]. In modern conditions, it is considered
as a dynamic characteristic of the information system,
which requires constant monitoring, adaptation to new
threats and integration with other security elements —
integrity and availability of information [7].

At the same time, ensuring the confidentiality of
information in the digital environment is complicated
by the constant evolution of technologies and the
expansion oftherange of informationrisks. The growth
in the number of data processing and transmission
channels, the use of remote services and the human
factor form new vulnerabilities in security systems.
In this regard, it is advisable to consider in more
detail the main threats to information confidentiality
in the context of digitalization (Table 1), since the
digitalizationof business processes significantly
expands the range of threats to the information
security of enterprises.

Table 1 — The main threats
to the confidentiality of information
of enterprises in the context of digitalization

Threat group Characteristics Consequences
Cyber threats Phishing, virus Data. loss,
attacks, ransomware | financial loss
. Personnel errors, Reputational
Insiders . . .
information leakage risks
Software .
Technological | vulnerabilities, cloud Unauthorized
. access
risks
L Lack of security Uncontrolled
Organizational L
policies access
External Cybe.rattacks by Commercial
competitors, hackers losses

Source: formed by the authors according to [1; 4]

The human factor, which is the cause of a
significant share of information security incidents, is
especially dangerous. In addition, the spread of remote
work increases the risks of data leakage through
insufficiently secure communication channels.

At the same time, effective counteraction to these
threats is impossible without a proper regulatory
framework and coordinated institutional regulatory
mechanisms. Ensuring the confidentiality of
information requires a clear definition of legal norms,
standards and responsibilities of business entities in
the field of data processing and protection. In this
context, the study of institutional and legal provision
of information confidentiality is of great importance.
In particular, the Law of Ukraine "On Protection
of Information in Information and Communication
Systems" [2], the Law of Ukraine "On Personal
Data Protection" [3]. At the international level, an
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important role is played by: GDPR (General Data
Protection Regulation), ISO/IEC 27001[9]. In the
context of Ukraine's European integration, the issue of
harmonization of national legislation with European
norms is relevant, which increases the requirements
for information protection systems of enterprises.

At the same time, the presence of a developed
regulatory framework in itself does not guarantee an
adequate level of information protection without the
effective implementation of the relevant provisions
at the enterprise level. Practical assurance of
confidentiality requires the introduction of effective
management approaches, rational allocation of
resources and the formation of internal mechanisms
of control and responsibility. In this regard, it
is advisable to consider the organizational and
economic mechanism for ensuring the confidentiality
of information. Effective provision of information
confidentiality involves the formation of a
comprehensive information security management
system of the enterprise. The main elements of which
are: implementation of information security policy;
control of access to information; risk assessment and
minimization; staff training; information security
audit.

The implementation of the organizational and
economic mechanism for ensuring the confidentiality
of information needs to be specified in the form of
practical means and managerial decisions used at the
enterprise level. It is the toolkit that allows you to
transform general approaches into effective protection
measures, ensuring access control, minimizing risks
and increasing the efficiency of information security
management. In this context, it is advisable to move
on to the consideration of organizational, economic,
technological tools, andrelevant technologies for the
protection and provision of confidential information
(Tab. 2-3).

Table 2 — Organizational and economic tools for
ensuring the confidentiality of the enterprise

Tool Essence Effect
Secupty Data Acc;ess Risk reduction
Policy Regulation
Risk Threat Increased securit
Management Identification y
- Building a Safety | Reduction of the
Staff training Culture human factor
. Verification of Vulnerability
Audit . X
security systems Detection

Source: formed by the authors according to [5—6]

Organizational and economic tools for ensuring
the confidentiality of information cover a set of
managerial and financial and economic measures
aimed at forming an effective data protection system
at the enterprise level. These include information
security policies, regulation of access to information
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resources, a system for distributing responsibility,
motivational mechanisms for personnel, as well
as planning and optimization of information
security costs. An important role is also played by
risk assessment and the formation of a budget for
information protection measures, which ensures
the rational use of resources. At the same time,
organizational and economic tools are effective
only if they are supported by modern technological
solutions that directly protect information flows and
prevent unauthorized access. In this context, it is
advisable to consider technological tools to ensure the
confidentiality of information. The main tools include:
data encryption; multi-factor authentication; DLP
systems; IDS/IPS systems; Zero Trust Architecture;
blockchain technologies.

Table 3 — Modern technologies for protecting
confidential information of the enterprise

Technology Purpose Dignity
Encryption Data protection High level of
P P security
MFA Access control Redugtlon of
unauthorized entry
. Data Transfer
DLP Leak prevention Control
Zero Trust Ful.l access Risk minimization
verification

Source: formed by the authors under [4; 5]

The development of digital technologies and the
complexity of cyber threats necessitate the rethinking
of traditional approaches to information protection.
Organizational, economic and technological tools
are increasingly being integrated into a single
information security management system focused
on risk, adaptability and continuous improvement.
In this context, the study of the transformation of
approaches to privacy in the context of digitalization
is of particular relevance. Digitalization contributes to
the transition to new models of information security
management: from a reactive to proactive approach;
from isolated systems to integrated platforms; from
static protection to adaptive risk management.

The role of: cybersecurity automation is growing;
the use of artificial intelligence and the concept of
cyber resilience of enterprises.

An important stage in the information security
management system is the assessment of the
effectiveness of ensuring the confidentiality of
information, which allows you to determine the
level of data protection and the effectiveness of the
implemented measures. Such an assessment is based
on the comprehensive use of both qualitative and
quantitative methods, including information security
audits, penetration testing, cybersecurity incident
analysis, and a system of key performance indicators
(KPIs) in the field of information security. The main
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indicators of the level of confidentiality include the
number and nature of security incidents, the volume
or frequency of data breaches, the speed of response
to threats, as well as the level of compliance of
information systems with current security standards
and requirements. The results of the assessment
serve as a basis for improving information protection
policies and mechanisms. The obtained results of the
assessment of the level of information confidentiality
form the basis for further improvement of the
information security system of the enterprise
and the transition from fragmentary measures to

integral management decisions. It is on this basis
that it becomes possible to substantiate integrated
approaches that ensure the integration of different
levels of management and information security tools.

In this regard, it is expedient to apply an adaptive
multi-level model for ensuring the confidentiality
of enterprise information in the context of digital
transformation, which is considered as an integrated
information security management system focused
on the constant identification, assessment and
minimization ofrisks in a dynamic digital environment

(Fig. 1).

Ensuring the confidentiality of enterprise information in the context of digitalization

T
[ [l

1

A
Institutional and legal level

Strategic level

Operational Level

A

- Information Security -

Information Security -

Threat Monitoring

- LE{WS and SFandards Strategy - Access control
- Privacy POlle. - Risk Management - Incident Response
- Access regulation - Integration with business
T T |
LI 1l U
_ Technological ; Personnel
Organizational block block Economic block block
| | L
Security policies M. .
Distrib t?oﬁ of roles b egcryptlon Risk assessment Staff training
u Multi-factor Cybersecurit
o y Uttty Cyberculture
authentication budgeting
Zero Trust Loss analysis
IDS/IPS Systems

ADAPTIVE MECHANISM

Risk

y Implementation

>
“::
Lt assessment

of measures

Adjustments

Monitoring

Risk assessment

Figure 1 — Adaptive multi-level model for ensuring the confidentiality
of enterprise information in the context of digital transformation

Source: generated by the authors
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The proposedmodel for ensuring the confidentiality
of enterprise information is a multi-level adaptive
system that operates in a dynamic digital environment
and integrates institutional, regulatory, strategic
and operational components based on a risk-based
approach. Its scientific novelty lies in the transition
from static and fragmented protection mechanisms to
a holistic dynamic privacy management system that
combines technological, organizational, economic
and human resources tools in a single decision-
making circuit. The proposed model is based on
a combination of institutional, legal, strategic and
operational levels of management. Its structure
includes interrelated functional blocks: organizational
(access regulation, security policies, distribution of
responsibility), technological (encryption, multi-
factor authentication, intrusion detection systems),
economic (risk assessment, budgeting of security
measures) and personnel (staff training, formation of
a cybersecurity culture). A feature of the model is the
allocation of the personnel component as equivalent
to the technological one, which allows reducing the
influence of the human factor as one of the main
sources of information risks. The model covers
the external digital environment, which forms the
spectrum of cyber threats and regulatory requirements,
the institutional and regulatory level, which sets the
regulatory framework, the strategic level, focused on
the formation of cyber resilience and risk management
policies, as well as the operational level, which is
implemented through organizational, technological,
economic and personnel blocks. The central element of
the model is an adaptive control mechanism based on
the cycle of "identification — assessment — response —
learning" and ensures continuous improvement of the
protection system. Additionally, a monitoring and
feedback system is provided, which includes audits,
KPIs, vulnerability testing and incident analysis. The
result of the model implementation is to increase the
level of information confidentiality, strengthen the
cyber resilience of the enterprise and minimize the
risks of data leakage. Among the main features of the
model is its adaptability, which is realized through a
continuous feedback loop (Fig. 2).

This approach ensures a timely response to changes
in the external environment and an increase in the

level of cyber resilience of the enterprise. Thus, the
proposed model allows you to move from reactive to
proactive management of information confidentiality,
ensuring its protection as a dynamic resource in the
context of digital transformation.

Conclusions. Summarizing the results of
the study, it should be noted that ensuring the
confidentiality of information of enterprises in the
context of digitalization is a complex and multi-level
process that requires the coordinated application of
legal, organizational, economic and technological
mechanisms. It has been established that the
strengthening of cyber threats and the acceleration
of digital transformation of the business environment
necessitate the transition to adaptive, risk-oriented
models of information security management focused
on ensuring the cyber resilience of enterprises.

Within the framework of the study, the theoretical
approach to the interpretation of information
confidentiality as a dynamic characteristic of the
digital system of an enterprise, which changes
under the influence of external and internal factors
and requires constant managerial adjustment,
has been improved. An integrated model of
privacy has been developed, which combines
organizational, economic and technological tools
based on a risk-based approach and principles
of adaptive management. A system for assessing
the level of confidentiality of information of an
enterprise, based on a combination of quantitative
and qualitative indicators, which allows to
comprehensively determine the effectiveness of
the information security system and timely identify
critical deviations, is proposed. The expediency of
using the concept of Zero Trust in combination with
cyber resilience approaches as a modern basis for
building an effective information security system of
enterprises, which ensures minimization of the risks
of unauthorized access and data leakage, has been
substantiated. The scientific approach to the impact
of digitalization processes on the transformation of
information protection mechanisms of enterprises
has been further developed, which allows us to
consider information security as a continuous
adaptive process integrated into the system of
strategic management of the enterprise.

Threat Monitoring Risk assessment

=

Implementation of protective measures

il

v

Adjust security policies

Figure 2 — Continuous feedback loop in the adaptive system
for ensuring the confidentiality of information of the enterprise

Source: generated by the authors
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